THE ARMY

BATTLELAB

BATTLE LAB
PRESENTS...

FIGHT TONIGHT

PERSONAL SECURITY

YOUMAY NOT BEINTERESTEDIN THE THREAT -
BUT THE THREATISINTERESTEDIN YOU

CHECK PRIVALY
SETTINGS

Lock down timelines, friends list, likes, groups,
photos (by selecting ‘friends’or ‘me only’ in settings)

- Disable geotags and do not tag yourself at military
bases or sensitive locations

- Do not post personal contact details

- Tell family / friends to avoid oversharing

- Do not post military photos (unless your settings

are ‘friends’ or ‘me only’)

PROTECT YOUR
PERSONAL DETAILS

-  Photographs

- Financial details

-  Family information

- Address, email and phone numbers
- Gender / sexual orientation

-  Religious / political beliefs

- ' Date / place of birth

-  PMKeys number

MOBILE
SECURITY

Pin, fingerprint or face recognition
- Keep location, WI-FIl and bluetooth
service disabled when not in use
- Clear historic WI-FI networks
- Acceptsoftware updates
- Do not allow microphone / camera access for apps
- Avoid sensitive discussions near mobile devices

- Use encrypted messaging

CHECK FOR
COMPROMISE

-  WHOIS.COM - Global IP address
- Haveibeenpwned.com - email address / phone
- 192.com address & family records

- Check your friend’s social media

o
o

A

= o :,_.; II *.‘ . -
l..-l I:-.,h.f-.
J h ": ILH— % f.' g "l h.;'l:-r:lilrlliwhﬁt‘_!’;. o . . _J J ..- 4 3 .- .. i X i | -.r'."_: \
"'u' | . ~:;f."" ';";.-._ 't’-'-,,._--;,rkq“f:f-"t'r.;_-.., _ ThE ¥ TR Sy
l__ b 5 r_-_ ok i I-*jn , t_"_l E :_.- ] I:‘I..I = T | e L 1-..r‘ _-I|_ -_-_ - ¥ = s s I_- B ’ :l_ ..




